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Abstract :In this paper, we propose wavelet-based denois-
ing attack methods on image watermarking in discrete cosine
transform (DCT) or discrete Fourier transform (DFT) do-
main or discrete wavelet transform (DWT) domain, Wiener
filtering based on wavelet transform is performed in approxi-
mation subband to remove DCT or DFT domain watermark,
and adaptive wavelet soft thresholding is employed to remove
the watermark resided in detail subbands of DWT domain,
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0 Introduction

D igital watermarking was primally proposed as a means of
copyright protection in 1990s, since then, the promis-
ing technique has become a hot research field. Although a
large number of watermarking algorithms are proposed in re-
cent years, so far almost all those algorithms have vulnerabili-
ties to certain watermarking attacks. Security of watermarking
has raised more and more attentions nowadays.

A variety of attacks on watermarking have been proposed
to evaluate the security of the present watermarking algo-
rithms. The existing attacks can be divided to four categories:
removal attacks, geometrical attacks, cryptographic attacks,
protocol attackst™), The removal attacks namely are intend to
remove the watermark from the watermarked media complete-
ly. The category of attacks include denoising attacks, lossy
compression, remodulation, quantization and collusion at-
tacks'™). The denoising attack is based on the assumption that
the watermark can be modeled noise statistically, In fact, em-
bedding watermark means slight modification on the original
image, and the watermarked image can be thought of as the
noisy image. Image denoising aims to remove the roise from
the noisy image while preserving the characteristic components
of the image. In recent years, wavelet-based thresholding as a
new denoising method has a superior performance. Related to
wavelet-based denoising attack on watermarking, Ref. [1]
only gives theory analysis in terms of estimation but no practi-
cal strategy. This paper presents wavelet-based denoising at-
tacks on existing spread spectrum (SS) watermarking schemes
based on the transformation domain such as DCT and DWT.

This paper is organized as follow. In Section 1, existing
wavelet-based denoising approaches are presented, Water-
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marking attacks based on wavelet denoising are proposed
in Section 2. Section 3 gives the experiment results and
" discussion, A conclusion is drawn in Section 4.

1 Wavelet-Based Image Denoising

1.1 Image Denoising
An image is often corrupted by noise in its acquisi-
tion and transmission. The goal of denoising is.to remove
noise while retaining as much image information as possi-
ble. The formulation of image denoising as following:
X=S+N ¢))
S=DX) (2)
Here X denotes observed noisy image, S and N de-
note original image and noise respectively, D( * ) is a
linear or non-linear function which can obtain an estima-

tion S of original image from the noisy image.
1.2 Wavelet Thresholding

In recent years, there are a lot of researches on
wavelet thresholding and threshold selection, in the set-
ting of additive white Gaussian noise. Thresholding is a
non-linear technique , replacing coefficients below a cer-
tain threshold by zero. Due to the energy compact prop-
erty of wavelet transform, the wavelet domain becomes a
sparse space after thresholding. After inverse wavelet
transform, a noise-suppressed image is reconstructed.

Suppose W and W' denote wavelet transform and
inverse wavelet transform respectively, and Y , T ,# and
C denote wavelet coefficients, thresholding operator,
threshold and thresholded coefficients respectively. Then
wavelet thresholding can be formUléted as:

Y=wx ~ (3)
C= T, (4)
S=w'Cc (5)

Wavelet thresholding includes tow types: hard
thresholding and soft thresholding. The hard threshol-
ding can be defined as:

Y, |[Y|>¢
0, otherwise
And the soft thresholding can be defined as:
T(Y,t) = sgn(Y)max(0, | Y |—2) )
To select a appropriate threshold is a core task in
wavelet thresholding and many literature like Ref, [2-6]
are concerned with thresholding selection. There are sev-

eral famous wavelet thresholding methods such as Visu
Shink'™, SureShink'*! and BayesShink*!. Dohono and
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T(Yyt) = (6)

Johnstone™ proposed VisuShink with a universal thresh-

old, ¢4/2 IgM, where ¢ is the noise standard deviation
and M is the sum of pixels of an image. Obviously, in
the setting of additive white Gaussian noise, the thresh-
old depends on M. Due to the universal threshold, Vis-
uShink is found to yield an overly smoothed estimate,
SureShink proposed by Dohono and Johnstone is an sub-
band-adaptive thresholding method by the principle of
minimizing the Stein Unbiased Risk Estimate(SURE) for
threshold estimate, and has been shown to perform bet-
ter than VisuShink. BayesShink can provide a optimal es-
timate in a sense of Minimum Mean-Square Error
(MMSE) and performs better than SureShink. Bayes-
Shink performs soft thresholding, with the data-driven,
subband-dependent threshold T (sx) =¢°/ox, where ¢°
and ox are the estimates of noise variance and signal
standard deviation , respectively,

2 Watermarking Attack Based on
Wavelet Denoising

Watermarking in transform domains, which are
dominantly DCT,DFT or DWT domain, usually has su-
perior robustness than ones in spatial domain, Spread
spectrum watermarking, where the watermark spreads
through a large range of spectrum, is the most typical
watermarking method, Here we aim to attack typical SS
watermarking methods.

2.1 Attack on DCT-Based or DFT-Based Water-

marking (ADW)

The DCT-based watermarking algorithms are essen-
tially similar with DFT-based ones. Most existing DCT-
based or DFT-based watermarking algorithms embed wa-
termark in middle or low frequency.

Cox et al’ s algorithmt™ is a classical DCT-based
watermarking method, so here try to attack it as an ex-
ample. Our objective is to decrease the correlation value
to below a certain threshold while preserving the accept-
ably perceptual quality. In Cox et al’s method™?, an in-
dependent and identically distributed (i. i. d.) Gaussian
random vector is embedded in the most biggest coeffi-
cients of DCT or DFT domain, which performs well in
robustness against common image processing, such as
lossy compression, filtering , requantization and so on,
Because the biggest coefficients in DCT domain corre-
spond to the smooth region of an image, which covers




most of the energy of an image, so in the case of Cox et
al’ s algorithm, watermark can survive low-pass filte-
ring. If wavelet thresholding is performed in high-pass
subbands of an watermarked image, the watermark will
survive the processing, because the watermark resides in
low-pass components. However, if a filtering is per-
formed in the approximation subband under a certain
wavelet decomposition level, the watermark should be
removed partly or mostly depending on the decomposition
level. We choose the Wiener filter because it is the opti-
mal one in a sense of MMSE and performs well when
noise is weaker. Of course, other filter, such as mean fil-
ter and median filter can also be adopted, but Wiener fil-
ter could be more suitable due to its adaptability, To
summarize, the attack consists of three main steps:

1) Wavelet transform of the watermarked image;

2) Wiener filtering in approximation subband, pre-
serving detail subbands unchanged;

3) Inverse wavelet transform to reconstruct the esti-
mated image.

To the attacked images, the lower the correlation
between the extracted watermark and the original water-
mark is, the worse the visual quality is. To get the trade-
off between visual quality and correlation, the wavelet
decomposition level and window size of Wiener filter need
be selected through experiments,

2. 2 Attack on Wavelet-Based Watermarking
(AWW)

Many wavelet-based watermarking methods were
proposed due to the multi-resolution property of wavelet
decomposition. Wavelet-based watermarking methods
can be divided into two categories: the approximation im-
age methods and the detail subband methods'®'.

In the first category of methods, an approximation
image is treated as a general image and the watermark is
embedded as usual in spatial domain or DCT or DFT do-
main. To attack this category of methods, the same steps
as performed in Section 2, 1 are needed. In the second cat-
egory of methods, watermark is embedded in detail sub-
bands. Those methods differ in the selection of the coeffi-
cients and the subbands. One method is to select the big-
gest coefficients in detail subbands, and another one is to
select those coefficients above a certain threshold. Com-
pared to the noisy image scenario, the watermark in de-
tail subbands is like the high-frequency noise. So we can
employ wavelet soft thresholding to remove watermark
within the constraint of acceptable visual quality because

the soft thresholding affects all coefficients in a certain
subband and usually performs well than hard threshol-
ding. The attack involves three main steps:

1) Wavelet transform of the watermarked image;

2) Subbands-adaptive soft thresholding in detail
subbands, preserving approximation subband unchanged;

3) Inverse wavelet transform to reconstruct the esti-
mated image.

To balance the visual quality and the correlation be-
tween the extracted watermark and the original water-
mark, the wavelet decomposition level need be selected
through experiments,

3 Experiment Result and Discussion
The 512X512 grayscale images “Lena”, “Baboon”,

“Barbara” and “Goldhill” (as Fig. 1) were used to test
our attack methods.

B et
(c) Baboon

(d) Goldhill

Fig.1 Experimental images

In order to test the effect of the ADW, Cox et al’s
algorithm!™ was implemented in DCT domain by MAT-
LAB, where the strength factor ¢=0. 1, the length of
watermark sequence was 1000 and the correlation thresh-
old is 6. The Daubechies wavelet with four vanishing
moments (i, e. db. 4) was adopted to implement the
ADW. The MATLAB function wiener2 (I, [m n ]),
where m and n are window size, was used as Wiener fil-
ter. The Peak Signal Noise Ratio (PSNR) was computed
by Eq. (8) to measure the image quality, where f; , F;
and N denote the pixel intensity of input image, that of
the output image and the size of image, respectively. The
PSNR (dB) and the correlation between the extracted
watermark and the original watermark at different levels
of wavelet decomposition and size of Wiener filter window
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are given from Table 1 to Table 3.
PSNR = 201 25

g N-1
\/(2(@—%)2)/1\72

irj=0
In order to test the eff)ect of the AWW, two DWT-
based watermarking approaches [ were implemented
by MATLAB. In the approach of Ref. [9], the water-
mark is embedded in detail subbands, while in the ap-
proach of Ref. [10], the watermark is embedded in the

8

approximation image in DFT domain similar to Cox etal’
s approacht™. In both approaches, the parameters were
set as follows: the strength factor « = 0.1, the length of
watermark sequence was 1000 and the correlation
threshold was 6 as Ref. [7]. The Daubechies wavelet
with four vanishing moments (i. e. db. 4) was adopted to
implement the AWW . The BayesShink was implemented
by MATLAB to carry out denoising attack. The PSNR
and correlation are shown in Table 4.

Table 1 The result of ADW with 2 X2 Wiener filter window

Level of wavelet Correlation PSNR /dB
decomposition Lena Barbara Baboon Goldhill Lena Barbara Baboon Goldhill
1 22.71 22.51 20. 64 23.43 34. 44 31.55 27.08 33.51
2 13.92 13.72 12.01 12.03 31.35 30. 30 27. 66 31.56
3 6. 67 6. 00 7.77 4,04 28.18 26. 89 27.97 29.58
4 3.67 4.79 7.45 5.06 25.16 23.63 27.25 27. 38
5 4.90 5.73 6. 82 7.99 22.39 21.62 24,84 24,83
6 6. 80 8. 87 9.84 10. 76 21. 34 21. 83 22.58 22.97

Table 2 The result of ADW with 3 X3 Wiener filter window

Level of wavelet Correlation PSNR /dB
decomposition Lena Barbara Baboon Goldhill Lena Barbara Baboon Goldhill
1 28.45 28. 60 19. 68 25. 60 35.56 30. 61 25.78 32.34
2 13.71 14.73 8.51 10. 30 31.78 30. 45 26,33 30. 80
3 5.07 3.73 4,45 2. 37 28.28 26. 48 26.97 27,84
4 2.76 3.06 4.55 3.79 24, 88 22.78 25.99 25. 56
5 6.76 4,56 5.08 5.90 21.57 20. 38 23.48 23.91
6 8.72 8.18 7.80 9.68 20. 66 20.59 19. 68 21.96

Table 3 The result of ADW with 4 X4 Wiener filter window

Level of wavelet Correlation PSNR /dB
decomposition Lena Barbara Baboon Goldhill Lena Barbara Baboon Goldhill
1 19.21 19.4 13. 04 16.03 32.52 29.07 24,34 30. 28
2 7.61 7.27 5.55 4. 86 29. 06 27. 64 24.90 27.99
3 2.74 1.95 3. 37 I 1a 25. 49 23.64 25.28 25.71
4 1.63 3.00 3.46 3. 47 22,02 20. 36 23.76 23.54
5 5.63 4.32 5.51 5.59 19. 43 18.57 20. 49 21.15
6 8.09 7.78 7.34 9.10 19. 37 17.92 18.61 19. 66

Table 4 The result of AWW

Level of wavelet Correlation PSNR /dB
decomposition Lena Barbara Baboon Goldhill Lena Barbara Baboon Goldhill
1 31.96 5.95 26. 89 28. 64 35. 65 25.52 22,58 31. 87
2 6. 08 3.35 7.72 8.48 29. 40 23. 34 19. 37 27.77
3 —0.58 1.05 1.91 2.46 23.33 21.74 18.32 25,02
4 —0.58 1.00 1.83 2.46 22.42 19. 67 17.54 22. 46
5 —0.53 1.04 1.82 2.44 19.70 17. 63 16. 67 20.73
6 —0.52 1.01 1.82 2.43 17. 26 15.74 15. 61 19. 52
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From Table 1 to Table 3, it can be observed that the
ADW is effective, while the level of wavelet decomposi-
tion should not be too high. On the one hand, too high
decomposition level will result in the increasing of corre-
lation, instead of decreasing, because the approximation
subband can not contain most energy of the image if its

size is too little, On the other hand, the higher the de-

composition level is, the lower the PSNR is, The size of
Wiener filter window also has significant impact on the
correlation and PNSR,

From Table 4, it is observed that the AWW can
effectively remove the watermark in detail subbands, The
result of attack on the watermarking approach of Ref.
[10] is very close to that of attack on Cox et al’s
method [?, In fact, the method of Ref. [10] is essen-
tially similar with Cox et al’s method ™, but the fre-
quency in which the former embeds watermark is lower
than that in which the latter does.

The parts of experimental result images are given in
Fig. 2. The result image of ADW preserves good details,
but there are some changes in smooth region, the reason is
that low frequency is filtered but high frequency is un-
changed. On the contrary, the image denoised by Bayes-
Shink shows that there are blur and ringing artifacts in the
neighborhood of image edges, it is a inherent result of
wavelet thresholding like other transform-based filters. A
question encountered here is that if all the subbands are in-
serted watermark, each individual attack method above
can’ t remove watermark completely. To solve the ques-
tion, both methods above must be performed orderly. As a
result, the result image could have poorer visual quality.

Fig. 2 Attack results
(a) The result of ADW (three-level decomposition, 3 X 3 Wiener
filter window) ; (b) The result denoised by BayesShink(three-level de-
composition)

4 Conclusion

Wavelet-based thresholding is employed to remove
watermark, which is based on the idea that the water-
mark can be considered as additive noise. Experiment re-
sults show that wavelet-based Wiener filtering is consid-
erably effective to remove watermark in DCT or DFT do-
main, wavelet denoising can remove the watermark resi-
ded in wavelet detail subbands. But there are artifacts in
attack result images, to improve the image quality, other
improved wavelet-based denoising methods need to be
considered.
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